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Abstract

In recent years, the term personalized medicine has received more and more attention in the field of healthcare. The
increasing use of this term is closely related to the astonishing advancement in DNA sequencing technologies and other high-
throughput biotechnologies. A large amount of personal genomic data can be generated by these technologies in a short time.
Consequently, the needs for managing, analyzing, and interpreting these personal genomic data to facilitate personalized care
are escalated. In this article, we discuss the challenges for implementing genomics-based personalized medicine in healthcare,
current solutions to these challenges, and the roles of health information management (HIM) professionals in genomics-based
personalized medicine.

Introduction

Personalized medicine utilizes personal medical information to tailor strategies and medications for diagnosing and treating
diseases in order to maintain people’s health.  In this medical practice, physicians combine results from all available patient
data (such as symptoms, traditional medical test results, medical history and family history, and certain personal genomic
information) so that they can make accurate diagnoses and determine personalized treatment strategies accordingly.  Health
information management (HIM) professionals will play a critical role in this personalized healthcare practice because they are
responsible for managing patient data.

With the improvement of high-throughput biotechnologies and the rapid decrease in DNA sequencing cost and time, genomics-
based personalized medicine has already been practiced in a number of places, including the Geisinger Genomic Medicine
Institute, Scripps Health, Cleveland Clinic, Vanderbilt University Medical Center, and the Medical College of Wisconsin, to
name just a few. Doctors have ordered whole-genome sequencing for their patients, and other healthcare professionals have
performed genomic data analysis to identify genetic reasons for certain diseases that cannot be determined by conventional
approaches.  Some hospitals, such as Children’s Mercy Hospital in Kansas City  and the University of Pittsburgh Medical
Center,  have started to consider or have already taken the first few steps toward genomics-based personalized medicine.

In December 2013, the US Food and Drug Administration (FDA) granted marketing authorization for the first high-throughput
(next-generation) genomic sequencer, Illumina’s MiSeqDx. This marketing authorization is an important step for utilizing
genomic information in a healthcare setting because it allows the development and use of many new genome-based tests.
The FDA and the National Institute for Standards and Technology have collaborated to create genomic reference materials for
performance assessment, such as the whole human genome DNA and the best possible sequence interpretation of such
genomes. The first human genome reference materials are expected to be available for public use around the end of 2014.

Once genomic information is widely used in healthcare, it will be connected to the existing electronic health record (EHR)
systems in certain ways, for instance, as one component of the data set or as an external link to a stand-alone genomic
information database. In either case, HIM professionals will be responsible for managing and protecting these genomic data
sets and extracting useful information from them. HIM professionals already have many of the needed skills and knowledge
for managing genomic information, such as knowledge of database management, sensitive data encryption and decryption,
statistical analysis, regulations on patient data, and procedures and policies for handling legal and ethical issues related to
patient records. In this article, we specifically discuss some unique features of genomic information that bring up
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corresponding challenges for HIM professionals. This article is intended to inform HIM professionals about some highly
relevant issues in this particular field so that they can be better prepared in their career. The topics discussed in this article are
not a complete list of all the relevant challenges.

The first challenge is from the recently developed high-throughput biotechnologies, such as next-generation DNA sequencing
technologies  for whole-genome sequencing, microarray for gene expression patterns, RNA-seq  for identifying all
versions of genes and their expression patterns, ChIP-seq  for determining all DNA segments that regulate expression of
genes (regulatory elements) in a genome, and MDB-seq  for collecting genome-wide DNA methylation profiles (DNA
methylation can change the expression of genes). These technologies can generate huge amounts of data in a short period of
time. At the same time, the accuracy of data from these technologies is problematic.

The next challenge is from genomic data analysis. Extracting valuable information from large but low-quality data sets is a
difficult task. The situation is even worse when the data sets themselves are complex. Genomic data sets include different
types of data, such as DNA sequences, RNA sequences and structures, protein sequences and structures, and gene
expression profiles. Figure 1 illustrates these four types of genomic data. Each data type has its own characteristics, and none
of the data sets is simple to analyze, especially when its volume is large. For instance, analyzing a DNA sequence with 300
nucleotide bases is not difficult, but identifying a short, informative DNA segment from 3 billion nucleotide bases (which is the
length of a human genome) is a nontrivial task.

For healthcare purposes, one critical piece of information is which genes and mutations are involved in the development of a
disease. Decades ago, scientists already could determine associations between mutations in some genes and certain diseases.
Recent technological advances have made it possible to determine the role of specific genetic variations in genetic diseases in
large-scale genome-wide analyses. However, the newly generated research results are overwhelming (hundreds of papers
have reported genetic variations associated with one disease, and many of them have reported completely different variations)
and sometimes even conflict with each other; therefore, applying them in clinical practice is another challenge in genomics-
based personalized medicine and HIM.
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Since the cost of sequencing a human genome has sharply dropped to an affordable level (several thousand dollars per
genome) and DNA sequencing may become a routine task in hospitals in the near future, doctors will want to apply the
genomic information in clinical practice. One expensive and challenging task for obtaining clinically useful information is
analyzing these large-scale sequences and other genomic data files, connecting the analysis results with research results in the
literature,  and linking the results to the EHR in a meaningful way.

Even if the ideal solutions to all of these technical challenges were found, unique and serious challenges remain in genomics-
based personalized medicine: the security, privacy, legal, social, and ethical issues related to personal genomics. Many tough
questions must be answered in this area before physicians can apply genomic information in clinical practice. Recent
discussion on the release of the HeLa genome,  the most widely used human cell line in medical research, highlights the
sensitivity of personal genomic data.  After all, genomic data are different from traditional medical data. The release of an
individual’s genomic data can leak information about the descendants for many generations in the same family, while traditional
medical data are, in most cases, only about the patient himself or herself. Therefore, public release of the HeLa genome has
many privacy, social, and ethical issues and may impact the life of the Lacks family members even though the donor of the
HeLa cell has been deceased for many years. HIM professionals need to consider this issue when they release personal
genomic information to their patients. The information is not just about the patient but also is related to all the family members
of the patient.

Apparently, these challenges cannot be solved by one group of healthcare professionals in one specific field. Individuals from
many different fields must work together to solve these problems. In the traditional clinical practice, HIM professionals use the
latest information technologies to provide timely, accurate, and complete medical data to physicians so that they can provide
high-quality healthcare services to patients. In the genomics-based personalized medicine practice, HIM professionals will be
responsible for managing complex genomic data, protecting highly sensitive personal genomic data, and extracting valuable
information from these data sets.  Although these tasks are not necessarily more challenging than what they are currently
performing, HIM professionals do need to have more preparation to enhance their skills and knowledge in this new field. The
purpose of this article is to help HIM professionals become aware of the unique challenges of genomic information and the
current status of the profession in handling those challenges.

In the remainder of this article, we discuss each of these challenges in more detail, present the current solutions to these
challenges, discuss other relevant issues, and offer our recommendations for healthcare and HIM professionals.

Challenges in Genomics-based Personalized Medicine

As mentioned previously, practicing genomics-based personalized medicine involves many challenges. Here we divide these
challenges into five categories: (1) the overwhelming volume and poor quality of genomic data from high-throughput
technologies; (2) the difficulties in genomic data analysis; (3) information security and privacy issues in managing personal
genomic data; and (4) legal, social, and ethical issues related to personal genomic information. We will discuss each of them
and focus on issues relevant to HIM professionals.

Challenges Related to Genomic Data from High-Throughput Technologies

The Human Genome Project (HGP)  was conducted from 1990 to 2003 for the purpose of sequencing and understanding
the human genome. The total cost of the HGP was about $3 billion, and one human genome was sequenced. In recent years,
next-generation sequencing (NGS) technologies have dramatically reduced the DNA sequencing cost. The price dropped
sharply from $3 billion to $100 million in 2007, then to roughly $1.5 million in 2008,  and to roughly $5,000 in 2012.  By the
end of 2013, one could sequence a human genome in 24 hours for a cost of several thousand dollars.  The commercialization
and wide application of more advanced DNA sequencing technologies currently in development will further reduce the
sequencing cost and increase the speed. Several other high-throughput technologies, such as RNA-seq, ChIP-seq, and MDB-
seq, were developed to collect other types of genomic data. These technologies are based on sequencing and therefore share
the advantages of NGS technologies (high speed and low cost). They also share the same problems, that is, they can generate
a huge amount of raw data in a short time (terabytes in a few days), and they contain multiple sources of sequencing errors,
such as errors in determining the nucleotide bases from the signal reader (base-calling), problems resulting from putting short
DNA segments from sequencers together (DNA assembly), mistakes resulting from detecting genetic variations in the
sequenced genome, and sequence differences obtained from different sequencing platforms because of different methods,
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chemical properties, and base-calling algorithms.  The reason for these problems is that genome sequencing technologies are
still in active development. Each of these NGS technologies also has its own advantages and disadvantages in aspects such as
sequence accuracy, yield, and cost per million bases. Table 1 presents a quick summary of the advantages and disadvantages
of these NGS technologies.

Organizing and managing these raw data sets can be a big challenge. Fortunately, this task is typically handled by professional
computer scientists. HIM professionals manage the processed genomic data (a few gigabytes per genome), which are
significantly smaller than the raw data sets (several hundred gigabytes or a few terabytes per genome). The more important
issue for HIM professionals when they want to apply personal genomic information in personalized medicine is the accuracy
of the data obtained from these raw data sets.  The “garbage in, garbage out” principle applies here. In other words, if the
genomic data from these high-throughput technologies are not accurate enough, the results from the analysis of the data will
not be valuable, either. Therefore, when they perform genomic data analysis, HIM professionals need to keep in mind that
current high-throughput technologies generate multiple types of errors.

One other issue is the management of complex genomic data sets. Multiple types of genomic data (e.g., DNA sequences,
RNA sequences and structures, protein sequences and structures, gene expression profiles, regulatory motifs, gene-gene
interactions, DNA-protein interactions, genetic pathways, metagenomics profiles, DNA methylation profiles) are generated
from different technologies and platforms. HIM professionals should have a proper way to manage these data types so that
they can be conveniently available for clinical practice. For instance, genome sequences can be saved as large plain text files;
genetic variations and associated genes and diseases are better organized into a well-designed database for fast query; and
RNA and protein structures, as well as gene expression and DNA methylation profiles, can be visualized for an overall picture.
In the past, HIM professionals did not need to handle these data sets, and therefore most are not familiar with these data types
and the corresponding data management programs. However, with proper training, HIM professionals should be able to
confidently deal with these data sets in a short time because they are already familiar with database operations, information
retrieval techniques, and the use of external software programs for patient data analysis. The necessary training may include
the enhancement of knowledge of genomic terms and tutorials about genomic data processing programs.

Challenges in Personal Genomic Data Analysis

In parallel to the astonishing advancement of high-throughput technologies is the significant progress researchers have made in
understanding disease at the molecular level in the past decade. Before the HGP, it was quite difficult and time-consuming to
sequence even a small genome, and therefore scientists could only focus on analyzing one gene or a few genes in their
research projects. Consequently, researchers believed that most genetic diseases are caused by mutations in one gene or a
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few genes. However, post-HGP research has indicated that this understanding was not correct. Further investigations
performed on the human genome and other species’ genomes have demonstrated the complexity of these genomes. The
associations between disease and genomic information have been extended from one single gene to multiple genes in one or
multiple chromosomes; from protein-coding regions of a gene to intragenic regions (introns), to all sorts of regulatory elements,
to intergenic regions; from protein-coding genes to other types of RNA (for instance, tRNA, microRNA); from genetics to
epigenetics; from single nucleotide polymorphisms (SNPs, or point mutations) to short insertions and deletions (indels, or
insertion or deletion of DNA segments), to copy number variations (CNVs, or different numbers of copies of a large chunk of
DNA sequence) and other structural variations; from individual genes to gene-gene interactions and gene-environment
interactions; and from one single or a few genes per study to genome-wide association studies (GWAS). Table 2 shows the
research targets before and after the HGP. With the development of more advanced biotechnologies, more powerful
computational facilities, and more sophisticated data integration and analysis algorithms, researchers will likely discover many
other previously unexpected factors involved in the development of disease and add to the current understanding of genetic
reasons for disease in the next few years.

From the great advancement in research, scientists have a better idea of the association between genetic variations in
genomes and the patients’ risk of developing certain diseases, and patients’ possible responses to some drug therapies. On the
other hand, these extensive research results also make it challenging to analyze personal genomic data for healthcare
purposes. For example, in the past, when doctors wanted to determine the genetic reason for sickle cell anemia in a patient,
they would only check one point mutation in the hemoglobin beta gene (HBB), a mutation that leads to a change of the shape
of the red blood cell.  Therefore, the data analysis procedure could be quite simple. Today, with the availability of
extensive genomic data sets, researchers know that genetic variations in multiple genes might be associated with sickle cell
anemia.  The task of determining the precise genetic reason for one patient’s condition can be much more difficult because
not just more genetic variations but also the expression of those genes,  the effect of regulatory elements,  and the
interactions among all or some of those genes  must be examined. Another example is genes associated with hypertension
(which affects roughly 80 million Americans).  For hypertension, a search done in November 2013 in the Phenopedia
system  indicates that 1,565 genes are reported to be associated with the development of this disease, and this number is
growing with further investigations.  To make the situation worse, some research results from different research groups are
not consistent  and directly conflict with each other.

30–33

34
35 36

37
38

39
40

41 42

12/5/24, 3:45 PM Personal Genomic Information Management and Personalized Medicine: Challenges, Current Solutions, and Roles of HIM Professi…

https://bokold.ahima.org/doc?oid=300575 5/18



Highly skilled genomic data analysts, well-designed databases and accurate research results, sophisticated algorithms and
software programs, and sufficient computational power are needed for genomic data analysis. At this moment, these resources
are typically not available to most physicians. Even if one can easily access excellent genomic data analysis programs (which
are available for certain types of data sets) and powerful workstations, it is still challenging for most healthcare professionals
to select the best program and the correct parameters for that particular data set because they typically do not have the
required training in this field. Almost all current HIM curricula include some relevant courses such as general biology, anatomy
and pathophysiology, computer programming, database design, and statistics. However, only a few programs offer courses in
bioinformatics or computational genomics, which will be needed as the fields of genomics and personalized medicine progress.

Challenges in Personal Genomic Information Security and Privacy

As mentioned previously, personal genomic data are highly sensitive and need to be protected properly because each record
contains not just the health information about one particular patient, but potentially information about a large group of people
who have a blood relation with the person who takes the genetic test. This impact can last for generations because the
genomic information will be passed to these people’s descendants, as in the HeLa genome release case mentioned in the
introduction to this article. In addition, by using a clever algorithm and data collected from public databases and social media, it
is already possible to uniquely identify the owner of a de-identified genome sequence stored in public databases.  The
privacy of the individual and his or her relatives may be threatened, and the confidentiality of the personal genomic data is lost.
The threat to the individual’s offspring could be even more serious because research in genomics will likely enable the
discovery of more information from a human genome in the future. Therefore, a stronger and more sophisticated security
measure may be needed for personal genomic data protection, and this system should be set up before the wide application of
genomic information in clinical practice.

Challenges in Legal, Social, and Ethical Aspects

A number of legal, social, and ethical issues are linked with the application of personal genomic information in personalized
medicine. For instance, certain knowledge about currently incurable diseases gained from personal genomic data may lead to a
social impact among families and friends and/or employment discrimination in workplaces.  Some people may be socially
isolated by their friends, lose their jobs, or be unable to obtain medical insurance because their genetic test results are not kept
confidential. Even if the results are kept confidential, they may still generate serious psychological shock to patients
themselves. For instance, some patients may choose to take extreme actions to avoid the possible suffering from those
diseases. For example, research results have indicated that cancer and AIDS patients have a statistically higher risk of
committing suicide, especially shortly after diagnosis.  In these extreme cases, proper patient education and counseling are
critically important, and HIM professionals may conduct some of these tasks when working as patient advocates.

Challenges to consider include the following:

Should a genetic test result be made available if there are currently no treatment options for the corresponding disorder?
If genetic tests are available for these disorders, should doctors or patients share the positive results with the patients’
family members? How can families resolve conflicts when some members want to be tested for a genetic disorder and
others do not?
Should parents have the right to order genetic tests for their minor children, especially if the concerned disease is adult
onset? Do children of a certain age, for instance, between 14 and 18 years, have the right to make their own decisions
on this issue? How can the parents be prevented from treating these children differently after they know the positive
results from these tests?
Who has the right to access stored personal genomic information? Who owns or controls the information: patients,
primary doctors, or an independent third party?  Who is responsible for providing genetic counseling services to
patients?
How can the government protect individuals from insurance and employment discrimination because of the breach of
personal genomic information? Are the current regulations sufficient for the required protection?

The next section describes some current solutions to the aforementioned challenges.

Current Solutions to the Challenges
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Genomic Data Management

NGS technologies can produce an enormous amount of sequencing data in a short time, and therefore storing and managing
these huge data sets can be challenging. One straightforward suggestion is to apply a compression algorithm to reduce the
sizes of these sequences.  A basic fact about the human genome is that genome sequences of two unrelated individuals are
highly similar (roughly 99 percent identical). Therefore, directly storing hundreds and thousands of human genome sequences
in a database would be highly redundant. One alternative approach is to keep only one reference genome (3 billion bases) and
record all the differences between other human genomes and this reference genome. This approach can significantly reduce
the size of stored data. Christley et al. combined these two approaches (compression and storage of differences only) and
reduced the information about one human genome from 3 gigabytes to about 4 megabytes.  In other words, the obtained data
set is 750 times smaller than its original size. This approach also has problems, however. For instance, the information in the
data set depends on the reference genome. Once the reference genome is updated, all the information in the stored data set
needs to be updated as well. When the database contains a huge number of patient genomic records, this information update
process may take significant time. Table 3 summarizes the advantages and disadvantages of these approaches.

Some information systems are specifically dedicated to the management of large-scale biological information. For instance,
openBIS is a distributed information system that can be used for managing DNA sequences generated by NGS technologies.
This system has two major components:  one is an application server mainly used to manage metadata (systematic
descriptions of data) of the whole database, and the other is a data storage server that stores high-volume data such as
genome sequences. A web interface allows users to retrieve their information. The architecture of openBIS is shown in Figure
2.

54

55

56
57

12/5/24, 3:45 PM Personal Genomic Information Management and Personalized Medicine: Challenges, Current Solutions, and Roles of HIM Professi…

https://bokold.ahima.org/doc?oid=300575 7/18



For challenging task of integrating different types of genomic data and organizing them in a way that is convenient for
clinicians to use in their practices, the current solution is just to store different genomic data sets in different databases and
provide links between certain items in those databases. The genomic databases created by the National Center for
Biotechnology Information (NCBI, http://www.ncbi.nlm.nih.gov) are an example of this solution.  These databases can be
very useful; however, clinicians and other healthcare providers such as HIM professionals face a serious challenge to fully
utilize or correctly combine useful data items from multiple databases because this information integration task requires
extensive knowledge of genetics and genomics to accomplish. An integrated database for clinical use should organize all
relevant information for each disease in one place and present the information in an easy-to-understand format. When the
information is needed, it can be retrieved immediately in a single step, instead of requiring healthcare providers to come up
with a data analysis procedure to query and combine pieces of information from multiple places. In other words, an integrated
and comprehensive genomic information management system for clinical use is desirable.

Personal Genomic Data Analysis

Because of the complexity of genomic data, many people have realized that it is necessary to enhance education in genetics
and genomics  for future healthcare providers. Such education is apparently beneficial, and the corresponding author of this
article (L.Z.) has made significant efforts to educate HIM students in genomic data analysis.  Cincinnati Children’s Hospital
Medical Center hosted a training course called Applying Genomics in Nursing Practice. This course aimed to help the
participant nurses become familiar with genetics terms, identify the relevance of genetics and genomics to nursing practice,
and identify patterns of inheritance displayed in pedigrees.  On the other hand, expecting every physician to become an
expert in human genetics and genomics and keep track of the research progress in these fields would not be reasonable. It is
also not reasonable to expect a physician to search the scientific literature to find out all the factors related to one common
genetic disease so that he or she can order the correct genetic test or genomic analysis for the patient. After all, the research
literature may contain many papers about one common disease, and results in those papers do not necessarily agree with one
another. Physicians would face significant difficulty in determining which results are applicable to their specific patients. For
similar reasons, it would be equally challenging for physicians to use the literature to determine the correct drug and dosage for
their patients. This scenario is quite different from the literature searches physicians need to do occasionally on rare diseases.
In that case, the difficulty is to identify the small number of papers about the rare disease among a huge number of irrelevant
articles. In genomics-based personalized care, physicians deal with common diseases (such as cancer, obesity, cardiovascular
disease, diabetes) in a different way, and the difficulty is to identify the most suitable information for each patient from a large
number of highly relevant articles. Therefore, the available genomic research results should be preprocessed and organized in
a certain way before they are presented to physicians for diagnosis and treatment purposes.

Here is one proposed approach for organizing genetic variants determined in genome-wide association studies. In this
approach, all genetic variants are categorized into three groups:

Group 1 for deleterious variants that are clinically actionable and would be reported to patients;
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Group 2 for variants that are possibly deleterious, are not clinically actionable, and may be reported to patients upon
request with certain restrictions; and
Group 3 for variants that are nondeleterious at present, are not clinically actionable, and would not be reported to
patients.

This model helps both patients and clinicians to determine the best treatment options currently available. If variants are
reported to patients, they would also be included in the patients’ EHR so that clinicians can easily access them when needed
and make correct healthcare decisions. Data in these groups apparently need to be updated regularly because new
investigations may reveal new information. With some necessary training, HIM professionals would be able to perform this
job.

Although most clinical sites, especially small healthcare facilities, do not have highly sophisticated genomic data analysts,
skilled programmers, or high-performance computers for large-scale data analysis, they may use resources from large
sequencing centers and cloud-based computing platforms to have those tasks done with low costs. Large genome-sequencing
centers have well-trained genomic data analysts and extensive experience in processing large-scale genomic data. Those
cloud-based computing facilities (e.g., Amazon Web Services) can configure their high-performance computers according to
the requests from their customers and conduct intensive computation tasks. The customers do not need to hire dedicated
software engineers or purchase and maintain expensive high-performance computers. Some genomic data analysis pipelines
are already available for this approach. One example is the Atlas2-Cloud pipeline (http://sourceforge.net/projects/atlas2cloud).
This pipeline has been successfully implemented into Amazon Web Services. With their extensive skills in data management
and data analysis, HIM professionals are readily capable of preparing the genomic data sets for this type of analysis,
configuring the needed data analyses, and organizing the obtained analysis results from the remote high-performance
computers.

At the same time, HIM professionals are not totally free from the need to perform personal genomic data analysis themselves.
They need to have certain skills to perform some quick and relatively simple genomic data analyses locally. After all, not all
genomic data analyses need high-performance computers. In many cases, simple BLAST  searches for sequence
similarities or queries in public databases may be sufficient. HIM professionals therefore need to be trained in using some
common genomic data analysis tools for extracting information from personal genomic data. They also should be familiar with
frequently used genomic databases. For instance, HIM professionals should be able to use BLAST to identify similar
sequences in a database or compare two given sequences and interpret the results, view a patient’s chromosome or one
particular gene in a genome browser such as the UCSC Genome Browser,  search the details of one genetic variation in the
dbSNP database,  and find information about a genetic disease in the OMIM database.  HIM professionals also need to be
able to follow physicians’ orders to make certain genomic data available for further analysis and present the analysis results in
a way that is convenient for physicians to use. For all of these tasks, HIM professionals only need a short period of training,
mainly to refresh their knowledge of genomics terms and become familiar with the necessary software programs, because
they already have extensive skills in database query, data analysis, and presenting search results so that they can be used by
other healthcare providers.

Personal genomic data or results from genomic data analysis will become an integral part of electronic health records.
Therefore, one essential component of HIM training is to educate HIM students on how to manage, protect, and apply
genomic data in clinical settings.  HIM professionals may also need to build knowledge-based decision making systems
for genomics-based personalized medicine practices so that clinicians can extract the most needed information from complex
genomic data.  The Office of the National Coordinator for Health Information Technology (ONC) is currently working on
integrating genomic information into health information technology systems in order to take advantage of the full potential of
genomic information in healthcare.

Security and Privacy Issues

Polices and laws play a key role in protecting individuals’ genetic information. The Health Insurance Portability and
Accountability Act (HIPAA) ensures the basic protection of the privacy of information stored in patients’ records.  On
January 25, 2013, the Office for Civil Rights of the US Department of Health and Human Services published a final rule
containing modifications to the privacy, security, breach notification, and enforcement rules in HIPAA and the Health
Information Technology for Economic and Clinical Health (HITECH) Act. One of these modifications emphasizes that
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personal genetic information is protected health information and prohibits the use and disclosure of genetic information by any
health plans for underwriting purposes.

Besides these policies and laws, many technical applications aim to protect personal genomic information. For instance,
Interpretome  is a client-side genome interpretation system developed to analyze personal genomic data on the customer’s
local machine. The personal genomic data and the analysis results would not leave the customer’s machine, thereby protecting
this sensitive information. Another example is the GenePING system.  This system provides secure storage for genome data
sets and enables the sharing of personal genetic variations and gene expressions by applying the Advanced Encryption
Standard (AES) encryption algorithm. As long as the AES keys are protected properly, these genomic data sets are secure.

Legal, Social, and Ethical Issues

The Genetic Information Nondiscrimination Act (GINA) is the law specifically created to protect individuals from
discrimination based on their genetic test results.  GINA extended the medical privacy and confidentiality rules to the
disclosure of genetic information  before the modifications of HIPAA and the HITECH Act. GINA represents a landmark in
the field of personal genomics because it removes one important concern when patients consider taking genetic tests. It is also
beneficial for biomedical research because it removes similar concerns for participants of genetic research. On the other hand,
just as with any other law, GINA alone cannot cover all possible situations related to discrimination based on genetic
information. For example, GINA does not apply to employers with fewer than 15 employees; it also does not extend to the US
military (http://www.ginahelp.org/).

Currently, people in different roles handle the legal and ethical issues related to genetic and genomic data according to some
general practices. Physicians suggest genetic tests if they are certain that the tests are necessary for correct diagnosis.
Physicians may also order genetic tests according to patients’ requests provided that there is supporting evidence for the
patient’s case.  In both cases, physicians should be familiar with all available genetic tests and the limitations or consequences
of these tests. Physicians will rely on HIM professionals to collect this information and present it to them in an easy-to-access
manner.

Ethical issues in pediatrics is one of the big concerns when applying genetic tests.  The American Academy of Pediatrics
(AAP) encourages pediatricians to help parents and their children to understand all relevant information about genetic tests,
discuss the importance of each genetic test, and protect the privacy and confidentiality of test results according to the existing
laws. Pediatricians should also refer children and their parents to genetic counselors and order genetic tests only if such testing
is best choice for the patient and their parents after they understand the benefits and risks of the tests. The AAP offers
several recommendations related to genetic tests for children. For instance, newborn screening tests should be evaluated for
both risks and benefits periodically to ensure their efficiency, informed consent should be obtained from parents of minor
children who take genetic tests,  and genetic tests for adult-onset conditions generally should be postponed until patients
reach adulthood and can make their own critical decisions.  Of course, if the disease would be very severe and would be a
life-or-death matter, or if there are interventions that may be effective in childhood, parents may insist on having their children
tested. In some cases, there is a family history of a disease; for example, girls in families with a history of breast cancer may
have anxiety about their BRCA gene test results.  Bioethics experts are still debating the proper ways of handling these
issues.

The federal government can play a key role in some of the legal, social, and ethical issues in the practice of genomics-based
personalized medicine. For instance, the federal government can create guidance for genomic databases and standard quality
improvement metrics for genetic tests, provide information to the general public about the benefits and risks of genetic tests,
establish regulations to control the price of patented genomic tests or treatment approaches, and develop policies and
procedures to handle genetic discrimination cases.  With the availability of these government rules and regulations, people
would have confidence to take advantage of genomics-based personalized medicine.

In general, HIM professionals can adopt two strategies to overcome the challenges posed by legal, social, and ethical issues in
genomics-based personalized medicine. One is to ensure that the practice of HIM complies with the federal policies and
regulations regarding personal genomic data.  The other strategy is to educate people about the proper way of accessing their
genomic information while maintaining the confidentiality and privacy of the data.  Other specific approaches HIM
professionals can take to overcome these challenges include the following:
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1. Know the federal, state, and local regulations that surround genomic data.
2. Conduct education and training sessions for healthcare employees on the laws that surround genomic data and its use,

privacy, and security.
3. Conduct seminars for patients and serve as patient advocates for the use and proper maintenance of genomic data.
4. Conduct scenarios of different ethical dilemmas that include issues around genomic data for all healthcare employees.

The more these issues are discussed, the better they will be handled when questions arise.
5. Research how genomic data should be handled within the EHR.
6. Practice the proper techniques for handling genomic data within the EHR or other clinical databases.
7. Write policies and procedures about how to handle, store, release, and process genomic data for employees, patients,

outside healthcare providers, third-party payers, the Joint Commission, departments of health, and so forth.

Discussion

The previous two sections described several types of challenges in genomics-based personalized medicine and some current
solutions or practices for dealing with these challenges. In this section, we briefly mention a few other issues related to
genomics-based personalized medicine.

As mentioned previously, the analysis of genomic data is critically important in genomics-based personalized medicine. HIM
professionals can play a critical role in the development of personal genomic information management and analysis systems for
clinical use because HIM professionals have firsthand knowledge about how to organize, manage, and report health
information needed by other healthcare providers, and they also have a clear idea of the typical workflow of healthcare
facilities. All of these skills of HIM professionals are critically important for creating a successful clinical information
management system.

HIM professionals can also contribute to patient education when patients are considering taking a genetic test or providing
their personal genomic information to physicians for diagnosis or treatment purposes. Although it is becoming increasingly clear
that personal genomics will have a potential role in improving the diagnosis and treatment of diseases, patients typically do not
receive much education in this field, and therefore it is difficult for them to make informed decisions. HIM professionals can
serve as patient advocates and explain the benefits and risks related to genetic tests and genomic data analysis.  This
explanation is not formal genetic counseling but simply provides general information about those tests and analyses.

Reimbursement is an important issue that should be carefully considered in order to facilitate wide implementation of
genomics-based personalized medicine. The coverage and analysis officer of the Centers for Medicare and Medicaid Services
(CMS) once said that “whole genome sequencing itself is probably something that CMS would never cover.”  Insurance
coverage could be problematic even though the cost of genome sequencing has dropped quickly in recent years.  To solve
this problem, HIM professionals may conduct robust cost-effectiveness analysis for the purpose of receiving reimbursement
for genome sequencing. This analysis may take into account factors such as the clinical benefits and economic savings over
the long term as compared to an alternative diagnosis and treatment approach.  In fact, the cost of human genome
sequencing may drop to point that the price is comparable to other typical clinical lab tests when the sequencing service is
performed in a high-volume manner. George Church, a professor of genetics at Harvard Medical School, said that “overall, the
cost of sequencing is expected to be recovered over a lifetime through the avoidance of unnecessary diagnostics and
therapeutics and time spent in waiting rooms and hospitals.”  The much more expensive service is actually the genomic data
analysis. Hospitals, labs, and physicians may choose to put this service into the category of data interpretation, just as they do
for professional image reading services (ultrasound, MRI, CT images).  The National Human Genome Research Institute
(NHGRI) assists all types of payers to evaluate emerging genetic tests for reimbursement and promotes research into the
health benefits and cost-effectiveness of genetic testing.

In April 2011, the NHGRI held a conference titled “Genomics and Health Information Technology Systems: Exploring the
Issues.” This conference aimed to explore the research and policy issues related to the integration of genomics into health
information systems.  Having more conferences and discussions like this one would be beneficial so that genomics-based
personalized medicine can be eventually applied widely in healthcare.

Management of genomic databases, conducting data analytics to mine genomic data for healthcare providers’ use, and
securing the privacy and confidentiality of the genomic data sets are just some of the critical skills HIM professionals can
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apply to genomic data sets. Other skills include choosing an EHR system that best aligns with genomic databases for use by
healthcare professionals; determining the types of genomic data sets that can be merged with clinical data within the EHR;
using computer-assisted coding software that can search through the EHR and genomic data and automatically assign
diagnosis and procedure codes that can then be used for research, public health statistics, and reimbursement; and developing
and enforcing policies and procedures related to genomic data that is housed within the EHR or in separate clinical databases.
The HIM professional’s role within the genomic data and personalized medicine arena will continue to expand in the future.
HIM professionals should embrace this role through education and training, clinical practice, and group discussion and inquiry.
HIM professionals will need to explore the new roles they may take on as the genetic informatics specialist role continues to
grow and change. This role may include building stronger ties with patients by providing patient advocacy as well as patient-
centered care and patient-centered information. It may also include exploring new ideas for unique security measures that will
keep genomic information safe but still accessible when needed. Whatever role the HIM professional chooses to take on, it
will prove to be important not only for each individual patient and his or her information but for the betterment of the HIM field
in general.

In other words, working on genomic data is a natural extension of HIM professionals’ typical job functions, such as managing
data, performing data analysis using software programs, protecting patients’ data security and privacy, and following federal
regulations to handle social, ethical, and legal issues related to personal data. Although challenges exist and the current
solutions are not perfect, HIM professionals will just need relevant training to handle the new type of data. This training is
within the reach of HIM students, as the authors of this article have demonstrated in courses and course modules.

Summary and Recommendations

Genomics-based personalized medicine has the potential to provide truly individualized and high-quality healthcare. To realize
this goal, however, a number of challenges must be addressed, and partial solutions are currently available to conquer some of
them. To fully clear the way for widespread adoption of genomics-based personalized medicine, joint efforts from people in
different roles and with different skills will be required. Education, basic research, software development, policy construction,
and law making will be needed to remove the obstacles related to personal genomic data and their applications in clinical care.

HIM professionals in particular will need to enhance their skills in data analysis and receive basic training in genomics. They
should be familiar with frequently used genomic databases, have the skills to use some genomic data analysis tools, and be
capable of extracting desired information from large-scale genomic data sets with certain programs. HIM professionals may
also play an important role in educating the general public and provide assistance in personal genomic information management
and the use of genomic data analysis software.

Some general recommendations to professionals in other fields are also in order. Policy makers need to investigate the
consequences of applying genomic information in the clinic and create policies, laws, and regulations to protect individuals’
security and privacy and help them to avoid other possible damaging social, ethical, and legal consequences. All healthcare
providers have the responsibility to educate the general public about the benefits of personalized medicine and the
consequences of genetic tests. Software developers need to work closely with healthcare providers to determine how to
incorporate genomic information into medical record systems for clinical decision support.  It might be beneficial to
develop a nationwide information infrastructure with specific standards implemented to guide clinicians in the use of genomics
in their practices.  Clinicians also need to improve their knowledge of genomics so that they can order the proper
genetic tests and genomic analyses, understand the results from genetic tests and genomic analysis, and individualize treatment
options for each patient.
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